Keeping Al in check
A Bill in the works to regulate Al in the country may not cover personal use or national security matters.

But experts caution that stronger safeguards are needed and that these exemptions should not be absolute.
> See reports on pages 3&4 by RAGANANTHINI VETHASALAM and DIVYA THERESA RAVI



Al ecosystem to get
new legal framework

Governance Bill will not apply to personal use
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PETALING JAYA: Artificial intel-
ligence (AI) systems, the AI lifecy-
cle, as well as Al developers and
deployers, are set to be regulated
under the proposed Artificial
Intelligence Governance Bill.

However, the Bill will not apply
to the personal use of AI or on
matters of national security.

Intended to serve as a national
legal framework for the safe,
responsible and innovation-ena-
bling use of Al the law will apply
to systems placed on the
Malaysian market or put into ser-
vice in Malaysia.

It will also apply to AI systems
designed, developed or used here,
as well as those used by deployers
set up in Malaysia, regardless of
where the systems are physically
hosted.

The proposed AI Governance
Act is guided by five key princi-
ples: protecting human dignity
and rights, transparency and
explainability, accountability,
safety and security, and responsi-
ble data governance.

Together, these principles pro-
vide the foundation for the
responsible development,
deployment and use of Al sys-
tems, while promoting trustwor-
thy Al innovation and public
confidence.

According to the public consul-
tation document released by the
National Al Office (NAIO), the Bill
will adopt a principle-based
approach by setting out national
AI Governance Principles to guide
the responsible development,
deployment and use of Al, with
implementation supported
through standards, guidelines
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and other instruments.

It also adopts a risk-based
approach, with regulatory obliga-
tions proportionate to an Al sys-
tem's level of risk, categorised
into three levels: unacceptable,
high and low.

This means that higher-risk sys-
tems will face stricter governance
requirements while lower-risk
applications will be subject to
lighter obligations.

Therisk framework is anchored
on “harm?”, which includes death,
bodily injury, unlawful depriva-
tion of fundamental liberty
anchored to the Federal
Constitution, and the contraven-
tion of any written law.

The Bill also categorise Al inci-
dents to include failures, weak-
nesses, misuse, unexpected effects
and near misses.

It will also require incidents to
be reported, including the nature
of the incident, its foreseeable
harm, the containment measures
taken, the root cause (where
applicable), and the remediation
actions implemented.

The Bill also proposes a central
Al authority as the principal
national body for AI governance,
whose role will be to oversee and
operate the national “baseline”
principles and standards to
strengthen the overall Al ecosys-
tem by addressing gaps in capaci-
ty across sectors.

The authority will oversee Al
safety by maintaining a risk
framework, supervising assess-
ments, supporting testing, devel-
oping incident reporting mecha-
nisms and engaging in interna-
tional technical cooperation.

It will also be responsible for
investigations and enforcement,
including technical fact-finding
when Al incidents occur, deter-
mining what happened, identify-
ing the systems and actors
involved, as well as producing
findings to support corrective
actions.

In addition, it will carry out
capacity-building functions for
the public sector by developing
guidance, templates, training and
practical support for public
authorities, regulators, Al sand-
box operators or overseers, and
regulated organisations to help
them comply with the frame-
work.

The authority may also appoint
"Sectoral Leads", who will be del-
egated specific powers under the
Bill to support the implementa-
tion of the framework, where
they have the legal authority,
technical expertise and govern-
ance capacity.

The proposed amendments in
the document are not final and
remain subject to further review
and amendment.

Digital Minister Gobind Singh
Deo said in June that the govern-
ment will adopt a two-pronged
approach by using existing laws
to prosecute those who misuse
content, while also drafting the Al
Governance Bill to further
strengthen prevention and
accountability throughout the
technology’s lifecycle.

He said the move is aimed at
ensuring that risks posed by
high-capability technologies such
as deepfakes, synthetic content
and identity manipulation can be
addressed at an early stage.

Ultimately, according to the
public consultation document,
the Bill aims to set up a central
oversight framework that works
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alongside existing sectoral regula-
tors to enable coordinated gov-
ernance while addressing indus-
try-specific risks and operational
needs.

“This will allow public bodies,
including existing regulators, to

collaborate within a common
governance framework, while
retaining the flexibility to address
sector-specific risks and opera-
tional needs,” it said.

The NAIO will be launched
tomorrow.



